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KETZETE AT RIHE S CERREENFRSE - Twitter Hack
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p Executive Summary

7 l}\l\l ﬁ%ﬂﬂ— t_\\Z % b\\;ﬁﬁaj a_ 5 @i&d) H%%Eg%*i On July 15, 2020, a 17-year old hacker and his accomplices breached Twitter’s network

and seized control of dozens of Twitter accounts assigned to high-profile users. For

ODT .tt 7 jj I_j ~ |\ E L) i l 7_—_ several hours, the world watched while the Hackers carried out a public cyberattack, by
WI e r ) - j 0 seizing one high-profile account after another and tweeting out a “double your bitcoin”

Eastestihsitanic scam. The Hackers took over the Twitter accounts of politicians, celebrities, and
entrepreneurs, including Barack Obama, Kim Kardashian West, Jeff Bezos, and Elon

% T v, 3 0 — ~ 7“E|t Musk Il as Twitt ts of I crypt i lated b
1 usk, as well as Twitter accounts of several cryptocurrency companies regulated by
L/ \ ;& H% Fﬁﬁ 0) FE? \ TW I tte r*j: li — 0)/ \ ‘J # J the New York State Department of Financial Services. And for several hours Twitter
— N 7_ N \ _ AVisual Timeline seemed unable to stop the hack.
A\ Y — W
DOCEMTERDDZLITY,

https://www.dfs.ny.gov/Twitter Report
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Tor * Twitter Investigation Report
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Cybersecurity Weakness at Twitter
Contributed to Hackers' Success

The Twitter Hack is a cautionary tale about the extraordinary damage that can be
caused even by unsophisticated cybercriminals. The Hackers’ success was due in large
part to weaknesses in Twitter’s internal cybersecurity protocols.

The problems started at the top: Twitter had not had a chief information security officer
(“CISQ") since December 2019, seven months before the Twitter Hack. A lack of strong
leadership and senior-level engagement is a common source of cybersecurity
weaknesses. Strong leadership is especially needed in 2020, when the COVID-19
pandemic has created a host of new challenges for IT and cybersecurity. Like many
organizations, in March Twitter transitioned to remote working due to the pandemic.
This transition made Twitter maore vulnerable to a cyberattack and compounded
existing weaknesses.

The Hackers directly exploited Twitter's shift to remote working. The ramp up to total
remote working in March 2020 put a strain on Twitter’s technology infrastructure, and
employees had frequent problems with the VPN connections to the network.*2 The
Hackers took advantage of these issues and pretended to be calling from Twitter's IT
department about a VPN problem, and then persuaded employees to enter their
credentials into a website designed to look identical to the real VPN login website. The
Hackers’ claims were far more credible—and ultimately successful-because Twitter's
employees were all using VPN connections to work and routinely experiencing VPN
problems that required IT's assistance.

The Hackers relied on a simple tactic to hack into Twitter: social engineering. Social
engineering is the use of deception to manipulate individuals into divulging confidential
or personal information which is later used for fraudulent purposes. Perhaps the most
well-known type of social engineering attack is phishing — the use of deceptive emails
to trick the recipient into, say, opening a malicious attachment or providing their
username and password. The Hackers used “vishing,” social engineering over the
phone. Phishing and vishing are among the most common methods that hackers use to
get access to a network. For example, between January and July 2020, approximately
one-third of the significant cybersecurity incident notices filed with the Department
involved phishing or vishing.

The Hackers also relied on basic information about Twitter and its employees to make
their deception more credible. The Hackers appear to have conducted research to
identify basic functions and titles of Twitter employees, so that they could better
impersonate Twitter’s IT department And conversations during the vishing calls

https://www.dfs.ny.gov/Twitter Report
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