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Extensible Controls for Compliance

HIPAA security rule, which states data
at rest should be encrypted unless it's
HIFAA not "reasonable and appropriate.”

PCI DSS 3.0 covers a broad base of technologies and

- . processes such as encryption, key management, access
sy o control, and auditing to offer a sound baseline of security.

PARTICIPATING ORGANIZATION

In support of compliance with NIST 800-53 enables

N H satisfaction of mandates and contractual obligations.
Meets government requirements to encrypt data.
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Vormetric Protects What Matters — The Data
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Data Security Manager (7754 7> X or {R#8)
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Encryption Expert Agent (Y Zk2xz7-T—xh)
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Logs to SIEM
A

Application

" Allow/Block : Clogd Provider /
: : Database : : utsource
: : . Encrypt/Decrypt : Administrators
i : v : o)
I <> (V] EE—a
" . Encrypted
Vormetric : w : sn @)
Data Security Manager : Storage : 7 P8%->>
on Enterprise premise or in cloud :
virtual or physical appliance :

Big Data, Databases or Files
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Security Intelligence, Detecting Abuse
Splunk THZ44

& Print Edit: On off

3m ago All Denied Events by User 3m ago
" 1,500
I OTHER s B DirkSnowman
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notes 2013 M joan
M oot Time M root
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splunk' App: Vormetric Data Security for Splunk (Enterprise) Messages Settings Activity Help

Main ¥ Dashboards »  Searches »  Reference v Vormetric Data Security for Splunk (Enterprise)

Q New Search Save As~ | Close

l sourcetype=rtc>424_syslog sdid="CGP@21513" denyStr="*DENIED" | eval user=replace(uinto,",.*","") | search user="DirkSnowman" m

185 events (before 11/6/13 9:10:13.000 AM ) Job* | Complete ~ | & |& | ® smartMode
Events (185) Statistics Visualization

Format Timeline ~ © Zoom QOut © Zoom to Selection @ Des 1 day per column

List = Format » 20 Per Page ~ 4Pre 1 2 3 4 5 6 7 8 9 10 Nextr
OHide Fields S All Fields i
3
Selected Fields
@ host2
) tilePath="/restricted/expenses” key="nsa_aes256" denyStr="FAKED USERI! DENIED" showStr="Code

{ source "

(1U,2M)"]
@ sourcetype | nost=192.168.1122 | scurce = C:\Downloads\splunk-app\new_sample_data-2.txt sourcetype = rfc5424_syslog
| ing Field » 7110713 <27>1 2013-07-11T06:54 .00 112.2 vee_FS 0 _CGP2604E [(GP@21513 sev="ERROR" mso="
neresting Fields 11:54:00.884 PM Gt il
& act11 aked a ave
& appname 2 [filePath="/restri
a cat? U]
# date_hour 6 n0st=192.168.1122 | source = C:\Downloads\splunk-app\new_sample_data-2 txt sourcetype = rfc5424_syslog
# date_mday 2 » 710713 <27>1 2013-07-11T06:54:00.8847 192.168.112.2 vee-FS 0 CGP2604E [CGP@21513 sev="ERROR" msg="Reject
i . ___ 11:54:00.884 PM  access™ cat="[ALARM]" pol="topsecret” uinto="DirkSnowman,uid=666,gid=666{bin,lp,administrators}
# date_minute 2 (taked as(steve,303)" sproc="/bin/bash" act="read_attr" gp="/nsa_secure_system"
& date_month 1 tilePath="/secret/spies_List" key="nsa_aes256" denyStr="FAKED USER!! DENIED" showStr="Code (1U,2M)"]
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Vormetric Security Intelligence
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Storage

Multi-Tenant Storage Layer Administrator

Sensitive Data Encrypted in Storage
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Vormetric Cloud Encryption Gateway
Encrypting and controlling files in cloud storage

@ { DSM 1Y

Security Intelligence

@_ a
-
Personal Computers .
a
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ﬁ e ~ Vormetric
Mobile Devices ~~ Cloud Encryption amazon ‘33 mx
e e Gateway
? Ve ) (Virtual Appliance)

Servers Enterprise Premise Cloud Storage
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Vormetric Security Blades
Modular service delivery with future expandability
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Vormetric Cloud Encryption Gateway
(Virtual Appliance)

Customers purchase licenses that enables new services

20
Copyright 2015 Vormetric, Inc. -All rights reserved.

Vormetric.com Ol‘l'l'letl‘ic



B—O75vybI+—L T IVIZEB
RET—2DEFX1) T4

W ey

—  (RAEEE (\1, Qm

* ORI

TAR=F. 8T09D N TUyE
H39R SaaS, Paas, laaS

TEEROT-HEIE—

v O O o 0

v Wf I — "
EE | an

: R e BIRIVIY

YE— -/ T— Lyr7—8

21
Vormetric.com OI"ITIEtl‘iC

Transactions Per Second

CPU Utilization
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