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PC PC
CST-HP

IP:192.168.250.240/24
OS:Windows 7
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[[ PC]
OAU-0595

IP:192.168.250.100/24

[ PC]
CST-HP

IP:192.168.250.240/24

Windows 7

ethernet

PsExec SMB 1.0

PsExec
1. TCP

• 135/tcp
• 445/tcp
• 1025 65535/tcp

2. :Administrators Group
• IPC$ ADMIN$

3 LSA Local Security Authority
• ForceGuest

User:CS
Group:Administrators

User:Admin
Group:Administrators

Windows XP sp3

ethernet

[[ PC]
OAU-0595

IP:192.168.250.100

[ PC]
CST-HP

IP:192.168.250.240

Windows 7

ethernet

PsExec Pass-the-Hash

SMB 1.0

User:CS
Group:Administrators

User:Admin
Group:Administrators

Windows XP sp3
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