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c:¥temp>type malware.exe > hoge.txt:malware.exe
c:¥temp>mklink backdoor.exe hoge.txt:malware.exe
c:¥temp>backdoor
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Comment Panda: Commercial, Government, Non—profit

Deep Panda: Financial, Technology, Non—profit
Foxy Panda: Technology & Communications

Anchor Panda: Government organizations, Defense &
Aerospace, Industrial Engineering; NGOs

Impersonating Panda: Financial Sector
Karma Panda: Dissident groups
Keyhole Panda: Electronics & Communications

Poisonous Panda: Energy Technology, G20,
NGOs, Dissident Groups

Putter Panda: Governmental & Military
Toxic Panda: Dissident Groups
Union Panda: Industrial companies

Vixen Panda: Government
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INDIA
N

Vlceroy Tiger: Government,
Legal, Financial, Media, Telecom

RUSSIA
\

Energetic Bear: Oil and Gas
Companies
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Eule CrowdStrike_CSIR_12024_01 : deep_panda derusbi mygeeksmail artifacts

meta:
weight = 100
copyright = "CrowdStrike, Inc."

description = "Strings in Derusbi malware, decoder available

in report"

version = "1.0"
last_modified = "2013-04-04"
actor = "DEEP PANDA"
report = "CSIR-12024"
malware_family = "Derusbi, MyGeeksmail"
in_the_wild = true

strings:
$isapi = "ISAPI_CONNECT"
$pcsock = "PCC_SOCK"
$pcc ="PCC_PROXY"
$webprox="PCC_WEBPROXY"
$obwidget1 = { C1 F8 0? 32 C? 88 04 2e
$obwidget2 = { E8 ?? 1?7 00 00 32 C? 88

condition:
2 of them

4
0

HO

}
2E 46}
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alert tcp any any <> any any (msg: “BackDoor Beacon Attempt”; content:”|78 7c 71 4c 4a 49 49 49
4A 4C 46|”; classtype:backdoor; sid:123456; rev:27122011;)

alert tcp any any <> any any (msg: “BackDoor Beacon Attempt”; content:”Google”; http_uri;
classtype:backdoor; sid:123457; rev:27122011;)

alert ip 1.9.5.38 any <> any any (msg: “Malicious Host Detected”; classtype:backdoor; sid:123460;
rev:27122011;)

alert tcp any any <> any any (msg:”BackDoor Beacon Attempt”; content:”|03 01 74 80 82 21 b5 64
€274 22 ¢3 0200000049 03 000000 00 00 00 00 00 00 00 00 00 00 00|”; classtype:backdoor;
sid:123458; rev:27122011;)

alert ip 202.86.190.3 any <> any any (msg:”Malicious Host Detected”; classtype:backdoor;
sid:123459; rev:27122011;)

alert tcp any any <> any any (msg: “BackDoor C2”; content: “POST /forum/login.cgi HTTP/1.1”;
content:”User-Agent: Mozilla/4.0”; classtype:backdoor; sid:123461; rev:27122011;)

alert tcp any any <> any any (msg: “BackDoor C2”; content: “GET /Photos/Query.cgi?loginid=";
classtype:backdoor; sid:123462; rev:27122011;)

alert tcp any any <> any any (msg: “BackDoor C2”; content: “POST /Catelog/login1.cgi HTTP/1.1”;
content:”User-Agent: Mozilla/4.0”; classtype:backdoor; sid:123461; rev:27122011;)
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B ETDR = Endpoint Threat Detection and Response Tools

B TURRAVMERICAVAM—ILT BT -V VT, FRIDOMEEER D,
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