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Primary wave
—— Second wave or TBD
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. Deep and wide coverage ° Global « Wide bandwidth

. Narrow bandwidth Harmonization available, >2GHz per
(<20MHz 80% « 100MHz / Operator C(?untry _
operators) . First priority 3.5GHz « High penetration loss

« URLLC / mMTC . FWA (Outdoor CPE) /

Hotspot
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Cloud A

Smart Broad
Client + Pipe +

Cloud
APPs

Cloud PC Cloud Game Cloud VR
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Mobile Edge Computing (MEC)
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MME:Mobility Management Entity,

BIEFIEMES ( NASTOra/L (FES1k) O AMF: Access and Mobility Management Function
(C-Plane) AS: Access Stratum,
NAS: Non Access Stratum
AT 3 ( Pt%alT o ()
(U-Plane)
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3GPPIR#E  5GtzH1 U S o #difrfitk
TS332U—X
Security Aspect
TS 33.501
562U D7 —FF70F v, JOIDLVEFEDHRE
TS 33.511 - 33.519
5GHRY D —T#EsDtt+ 1 U s &5 SCAS (Security Assurance Specification)

TS 33 501 Security architecture and procedures for 5G System

TS 33.511 Security Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product class

TS5 33.512 5G Security Assurance Specification (SCAS); Access and Mobility management Function (AMF)

TS5 33513 5G Security Assurance Specification (SCAS); User Plane Function (UPF})

TS5 33.514 5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class

TS 33.515 5G Security Assurance Specification (SCAS); Session Management Function (SMF)

TS 33516 5G Security Assurance Specification (SCAS); Authentication Server Function (AUSF)

TS 33.517 5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
TS 33518 5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class
TS 33518 5G Security Assurance Specification (SCAS) for the Network Exposure Function (NEF) network product class

<Source> https://www.3gpp.org/DynaReport/33-series.htm
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3GPPiEE#E 5GtzF+a1YUFT o -7

-2 F+ (TS 33.501)

3GPP Security Architecture

Application
Lot (Iv) . .. Stratum
User Application < > Provider Application
I T T 1
| | | |
| I | |
I T I I Home Stratum/
) () 5 (UBN Serving Stratum
ME " UsIM AUSF < . > g
i SMF L HE
0 AME] [
» v SN
Transport Stratum
0 3GPP AN
0 | L,
Non-3GPP AN UPF

D“ _ ((A)) M—— DN

UE RAN Core network

(1) Network access security, (1) network domain security, (111) user domain security,
(IV) application domain security, (V) service domain security

Source: 3GPP TS 33.501
«  Core network authenticates users and protects user
subscription information
* RAN is unaware of user data and uses PDCP encryption and
IPSec to ensure transmission security

3GPP Security Mechanisms
« UE access control

v Bidirectional authentication is performed between the
UE and the network to prevent fake base stations
v' The UE falls back from a high-RAT network to a low-
RAT network
» Confidentiality and integrity of air interface
v' The encryption algorithm uses up to 256bit keys
v' IMSI encryption is added to protect user privacy
v Integrity protection is added to the user plane
v" Flexible security protection policies are added
« Transmission security between 3GPP NEs
v' IPSec is used between 3GPP NEs to ensure
information security
v" Use SEEP between HPLMN and VPLMN

v" HTTPS is used between 5GC service functions
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KZSME

KNASEnc
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N

Kens / NH

-------------

ot

UE / eNB
. W

KUPenc

KRRC int ‘

KRRCenc

<Source> 3GPP TS 33.401

Figure 6.2-1: Key hierarchy in E-UTRAN

HiBOWER Bk (#) K ZUSIM (SIMAO— )
EAUC (OA7HRY RI—=DRT—INR—RX) THE

*Y hNIJ)—0 LI —YOHEBERIIDE(C
851EHECK & e R IERIEBEIK & A%

EEIRY N D —2UTHER I DKasveZ Bk

NAS (HIEEMES) (CEDONDHEZ R

T ND— Dzl (CHEa Rk

UL —>. RGOS E 46k

33



3GPPIZE# 4G—>5G TFHa1 U HEER{b=

128-bit cryptographic
algorithm

User Plane Hop-by-bop Protection Pseudonymization of users'
Encryption only Between PLMNs permanent IDs

\ 4

User Plane E2E Protection Encryption of users'
Integrity Protection between PLMNs permanent IDs
5G L
()
0 mwwn (A) - [] i ()
Anti-alter ot
Stronger Enhanced Better
Air Interface Security Interconnection security user privacy protection

4

256-bit cryptographic

algorithm
e.g.

L=256

YN _.
i'_//§\|L=128

Enhanced

(zgggtographlc algorithm

it algorithm evaluation in 3GPP)
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CTL—IIHTTPR—XX DT O IV THE— (Service Based Architecture : SBA)
—“YRAE{E” NFV (Network Function Virtualization) (CK3EEZEFE
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D Ui AR

(RIAN

(X) HithfS

<Source> 3GPP TS23.501(CHNE
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CTL—>#ae (8%)
NFV CEZR

5G7%wv hDJ—72 (5GC)
U L — > tEE
11— —4(FUPFE 1T U CTDNIEH

UPF N6 DN
L ol A>F—FRY &
e T A MEC (Mobile Edge Computing)
e
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NFV : Network Function Virtualization
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NESAS (Network Equipment Security Assurance Scheme)

3GPP (BB#E(EHA) EGSMA (BEEXEABZEFREAR) TEE
3GPPMDSCAS (Security Assurance Specification)(CED KR D — Otz tzF+1 U5 526

3GPPIZH#E
SCAS (Security Assurance Specification)
TS33.XXX

GSMAR#E

Network Equipment Security Assurance Scheme

FS.13 Overview Fs.13

FS.14 Security Test Laboratory Accreditation Fs.14

FS.15 Vendor Development and Product Lifecycle Requirements
and Accreditation Process Fs.15

FS.16 Dispute Resolution Process Fs.16

FS 17 Consolidated Security Requirements fs.17

<Source> https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release 0.3.pdf
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https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release_0.3.pdf
https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release_0.3.pdf
https://www.gsma.com/aboutus/workinggroups/wp-content/uploads/2017/03/FS.14-NESAS-Security-Test-Laboratory-Accreditation-Pilot-Release_0.7.pdf
https://www.gsma.com/aboutus/workinggroups/wp-content/uploads/2017/03/FS.15_NESAS_Vendor_Development_and_Product_Lifecycle_Requirements_and_Accreditation_Process_Pilot_Release_0-21.pdf
https://www.gsma.com/aboutus/workinggroups/wp-content/uploads/2017/03/FS.16_NESAS_Dispute_Resolution_Process_Pilot_Release_0.3.pdf
https://www.gsma.com/aboutus/wp-content/uploads/2015/01/FS.17_SAS_Consolidated_Security_Requirements_v2.0.pdf

NESAS Is Defined to Address Fragmentation of Regulations

and Security Demands

NESAS Introduction

v In 2012, Ericsson took the lead in promoting the establishment of a telecom

equipment security evaluation mechanism based on 3GPP.

v In 2014, 3GPP selected GSMA to develop process evaluation criteria,

compared to Common Criteria (CC) in IT area.

v" In October 2019, GSMA/3GPP released the 5G NESAS/SCAS standard.

NESAS 1. Audit process
Methodology

3. Evaluation report

Y SCAS 2. Equipment test

Specification

Certifi-
cation

Standard ‘ ~ Regulation
Assurance‘

. Ecosystem
Benefits of NESAS
v/ Fragment avoidance: Unified security evaluation standards are used
to avoid the potential for fragmentation and for extra overhead
introduced by different national regulations and different security

demands from MNOs.

v’ Technology-based: Provide technical baselines for regulators based
on authoritative processes and product evaluation specifications in

industry.

v/ Continuous evolution: Continuous evolution based on industry

requirements ensures telecom equipment security.

v/ European certification: Currently, 2 European audit companies and

10+ European labs on the way.
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GSMADEEERF— AW A —ORFETOTXR - BREBITOCRA%ZRE (Accredits)
SBEEZITERER SRR A —DRY RO —ORGEZSCASICEDEE (Evaluate)
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<Source> https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release 0.3.pdf
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NESAS ARA—HEITOTR - BEEETOTCRRE

GSMADEBF —AICKBIRIA —DORFEITOTR - HEIIEOESR - BE
GSMADEEF —AICKDINRY —DHEMEBTOTADER - 3BE
(EEEE, BEE. ENEE. /\VvFEH)

<Source> https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release 0.3.pdf

40


https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release_0.3.pdf

N ESAS Eﬁ%ﬁal_ﬁwaui

ISO17025. NESAS. SCAS (GRER{tAR) (CEDHERS/RDERE - F8%E
GiERTFIE, sbxtéas. sUBREEND. BFIE. F5)

<Source> https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release 0.3.pdf
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NESAS v hJ—URamD:Mil
NESAS. SCAS GRERMIH) [CED<RERBRSRICEDRY ND—IRROLERE

<Source> https://www.gsma.com/aboutus/wp-content/uploads/2017/03/FS.13-NESAS-Overview-Pilot-Release 0.3.pdf
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NESASEREE &R

Global

In 2019, NESAS 1.0 was released. At the end of 2020, NESAS 2.0 is planned to be released.
March 2020, Huawei completed the world's first NESAS audit on 5G base station, followed by A and B.

Germany BSI and GSMA Jointly

NESAS1.0 Release  Proposed NESAS-CSA as EU 5G HN”é‘é";gcgﬂ’t'itr?%g‘f)a"‘;‘;”stztifgﬁt Huawei Core NESAS 2.0 Release
Certification Standard start to audit
2019.10 2019.12 2020.03 2020.04/05 2020.12 (E)
E/N E/N
Start to audit Finish audit
China
Assessment plan Test Specifications Industry/national standards Equipment admittance
- (include NESAS/SCAS) Release (NESAS/SCAS) testing spec.
2020.01 2020.03 2020.06 2020.12

CAICT: China Academy of Information

Huawei complete Huawei complete
and Communication Technology testing of RAN testing of Core
CAICT Security Research Institute Labs in China
G YEARTRT applying accreditation
by GSMA
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NESAS &M 5GtZF1 5 Toolbox

Such as device security assurance requirements, that NESAS can successfully support.
But NESAS is not designed for deployment, business continuity, non-5G devices, etc. (TM5,6,10,11)

Support:

Ensuring and Increasing the

Reinforcing Raising the security  Using EU certification  Ensuring the Ensuring
software integrity,  standards in for 5G network application of baseline strict
update and patch suppliers’ processes components, customer Security requirements access
management through robust equipment and/or (secure network controls
procurement suppliers’ processes design and
conditions architecture)

5G devices eva:uating the f security of
. implementation o virtualized
security and security measures | pon
certification in existing 5G functions
standards
NESAS For example:
Not Related:
* O&M security
* Non-5G . i
o nsuring einforcing
Deplo,yment secure 5G physical
security network security
* Resilience and managtz_ement,
P operation
continuity and
monitoring

Using EU
certification for other
non 5G-specific
ICT products and
services (connected
devices, cloud

services)
44
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NESAS 1.0 vs. CC (EAL4) : Technical Comparison

NESAS Product Development & Lifecycle Audit CC Product Development & Lifecycle Audit Test Contents of equipment evaluation test SCAS CC
1 Security by design ADV ARC/ESP/HLD/LLD/ST N Sensitive info. storage, transfer, protection during access to N N
- system, privacy protection (FDP/FCS/FPR)
2 Version control system ALC_CMC (on-site audit) \ i
System overflow, secure start-up, robustness of data input, N N
3 Change tracking ALC_CMC (on-site audit) \ software integrity (FRU/FPT)
Source code review - Authentication (credential/pwassword), token policy, account N N
lock, principle of least authority (FIA)
- Security testing ATE_COV/DPT/FUN V _ .
Log out, overtime auto protection (FTA) \ \
m Staff education : Security log, logrotate, log access authorization (FAU) \ S
- Vulnerability remedy process ALC _FLR (Flaw Remediation) \ S()Cr;]rp(lisaer::éjéiw Admin account, user account, IP/ICMP Process (FIA) \ N
m Vulnerability remedy independence = test) https, web server log, session ID, input examination \ \
- Information security management ALC _DVS (Developer Security) \ Message filtering, robustness of protocol, GTP-C/U filtering \/ \
- Automated build process ALC_CMC (on-site audit) \ Security enhancement of baseline requirement \
- Build environment control ALC_CMC (on-site audit) \ OS Security enhancement v
Vulnerability information management - Webserver Security enhancement v
- Software integrity protection ALC_DEL (Delivery with DS) \ Management/User plane separation (FDP/FPT) v v
) ] N o FCS (cryptographic algorithm implementation check, N
- Unique software release identifier ALC_CMC (ClI Identification) ol random number generator, etc.)
Security fix communication - . Port scan \
BVT (basic
- Documentation accuracy ALC_CMC (on-site audit) \ vulnerability Known vulnerability scan \
test
Security point of contact - ) Robust test for interface protocol V
18 Source code governance ALC_CMC (on-site audit) \ EVA Penetration test \/
19 Continuous improvement ALC_CMC (on-site audit) \ (enhanced
P - vulnerability Source code scan \
20 Security documentation AGD_OPE/PRE \/ analysis)

For Development Audit, NESAS > CC

For evaluation test method, NESAS < CC

however, CC not focused on 5G



On May 20, 2020, CCN, the Spanish certification
authority, officially issued the Common Criteria (CC)
Evaluation Assurance Level (EAL) 4+ certificate to
Huawei 5G gNodeBs. This certificate is also the first CC
certification for 5G products worldwide, indicating that
Huawei 5G base station products (including source
code) have reached the world-leading security level and
can provide trusted security assurance for 5G wireless

Common Criteria(CC) gNodeB EAL4+ Certificate

CCRA(Common Criteria Recognition Arrangement),

the widest available mutual recognition of secure IT
products. The certificate is_recognized by 31 countries

17 authorizing members

li

e L= e L e
access.
The CC defines seven EALSs. A higher EAL requires
stricter evaluation and takes more time, meaning that
the evaluated product is more secure. Generally,

US, Australia, New Zealand, Canada, France, Germany,
Spain, Italy, the Netherlands, Sweden, Norway, Japan,

South Korea, Singapore, India, Malaysia, and Turkey

14 consuming members, can only accept and recognize
certificates issued by the authorizing countries.
covers product development process audit,
architecture evaluation, product testing, and source

code review. The CC EAL 4+ certification covers a
wide range of contents and takes a long time (about two

M e B
years). Compared with CC EAL3+, CC EAL4+
security evaluation includes source code review.

vendors apply for EAL4+ certification at most for
general network devices. The CC EAL4+ certification

A

UK, Austria, Czech Republic, Denmark, Finland, Greece,

Hungary, Poland, Slovakia, Ethiopia, Indonesia, Israel,
https://www.commoncriteriaportal.org/ccra/members/

Pakistan, and Qatar.


https://www.commoncriteriaportal.org/ccra/members/

5GC(UDG) ERNW Software Engineering Evaluation Report

Huawei Cloud Core Network product line proactively invited ERNW to evaluate UDG security software engineering. ERNW senior
auditors reviewed the source code by using leading tools and methods as well as the industry's best practices, and released a review
report. The report showed that the source code quality is a good indicator that Huawei has established a mature and appropriate
software engineering process for UDG. This is a convincing proof that Huawei 5G core networks are secure and reliable.

The UDG is a converged network element that can process both 5G and traditional network services. On a 5G core network, it can function
as a user plane function (UPF). On a traditional network, it can function as a serving gateway for the user plane and a packet data network
gateway for the user plane. ERNW reviewed the source code for UDG components in the Huawei Cyber Security Transparency Center in
Brussels, Belgium. (*During Feb. and March, 2020)

The review covered source code quality, build processes, and open-source component lifecycle management. The source code
quality review showed that the complexity of the source code is below their threshold, duplicate code is rarely present only where
appropriate, and unsafe functions seemed to be avoided wherever possible. The build process review indicated that all binaries are
compiled with secure compilation options and are also built with an acceptable level of binary equivalence. The review of the lifecycle
management of open-source components showed that the separation of open-source code, code handling, as well as documentation and
patch management are all reasonable and meet modern standards. Considering all the results of the technical review, the source code
guality is a good indicator that Huawei has established a mature and appropriate software engineering process.

* ERNW is an independent IT security service provider in Germany.

https://www.huawei.com/en/press-events/news/2020/5/huawei-5g-core-network-udg
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Huawei Cyber Security Evaluation Centre (HCSEC) WE&

ZOIOEEQ:'Z
DVEREE (RERFOEZRERZINDERESLNILDER) ZEDREANICKDIREE
RENBET > T T CTERAT BHuaweitézzsD B 1 /)\—tF 1 U #&EE. VYV — R — RIREEZ Xl
RERAT. BEREFES (CIREHERZ IS

2014 KD Oversight Board (REGCHQ. L{:.%%% Huawei CHERk) (CXDEIR - EEBRHIR
GCHQIEREMAMEEAL. ERIDIFEHRINE - ISRt TsaiE 9 DR
(2016FLUFFIFGHCQAET (CERE SN T=NCSC (9&.%"@3‘4’/\ a1 - L5 —) HMEHEFE)
BFHCSECOEENER. EBREREEXOBUN—MEUTRIT

REBMAFEITIR—b (OBUR—K) ADI>T

20194 https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2019

20184 https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2018

20174 https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2017

20164 https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2016

20154 https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2015

20134 https://www.gov.uk/government/publications/huawei-cyber-security-review
https://www.gov.uk/government/publications/foreign-involvement-in-the-critical-national-infrastructure-intelligence-and-security-committee-

report
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https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2018
https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2017
https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2016
https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2015
https://www.gov.uk/government/publications/huawei-cyber-security-review
https://www.gov.uk/government/publications/foreign-involvement-in-the-critical-national-infrastructure-intelligence-and-security-committee-report
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https://www.huawei.com/jp/press-events/news/ip/2019/hwjp20190213t
it LUV D -2 a1—0iEa=RED

IR ERE(FISMANDNSAAINEBZRT D LD (CRDF L. RAIEWDDIE, =IEDERFES
o, FRJOCANERENE DN, EETETDINEDINRECETTRATNET, HERDOH
1259, JOCREBEDKS(C/E>ZDTI, ”

“HCSEC(FERHH DY — X OA— FHELULIBVWEE D TVET,, DY —XO— RBEI0FR
(EDEO>TBRUTEIZEDOTINS., EMNIELLFRNWTUL D, O— FDiFHOT =E
IELYTSEMEINRESTI L. I— ROFEHRITOCRERENETT . BROMEB CEREMK
2 TR, JOBRDEFEEEEHRITNE. AISDOEFEFESNFEA. CDLDICULT,

BHEYVI DI 7EETOTCR. IROEHRALANYVIND T FOI T 7 T8N EEK
EMFREDISENTDLDCIED. D, 30FRINSH oL A —RRO— R alET DD

(C. FERERIBEATREZBERHI DI LICEDZDTY, ”

“REMNICY D NI IS JEEDomE,. BEZITOSCETRELFEF UL, BEGR
EREINDIEREFIBEIN TR ETY, BECIE3-5SFORFBINMNDET, [GFxRIBEXZ
HEBRICEDE, fIENICY I NI V7EEOTOCRAEREZZEELET, RFIC, BEDT
NRTOO—RICDWTHEBIFRERIBR EELE(CSHOETCY I 705 U0 %iTVWET, ”
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- BAFE (BF2USTATEITTERIEL) 53Ry NIO—JBRECHSWNTCE, BEZEHIIEE
Y —EXZMREOERPIEEL 3 DWEN DD
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- BUF (FRRRDIREEZ > 5 —Z MRS — ([CERET D EZIRFTINRSE

< EE>
https://www.parliament.uk/business/committees/committees-a-z/commons-select/science-and-

technology-committee/news-parliament-2017/chairs-comments-huawei-5g-network-17-19/
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“European Commission recommends common EU approach to the security of 5G networks”

SYURDTEAAZ b URIOYFZ—Z A BURDONYAILA b—2Z iR

2019/10/9 : BRINBAED I RO TFTAA>S MEROIBREEZFIT
“EU coordinated risk assessment of the cybersecurity of 5G networks”

2020/1/29 : URD - IXZ— A2 MR (EU Toolbox) Z=F4T
"Cybersecurity of 5G networks EU Toolbox of risk mitigating measures”
PR 2 E] (X REN = B 5
FRIN B DBEEMZ DT 1 U T o RS AT LADEERZTENIS

2020/1/29 : GSMA (BESFEDIO—/VULEREUR) M. UE ToolboxZ#Ft 9 D
T+ 21U AR AT ANESAS (RESER) ZiEX.

https://www.gsma.com/gsmaeurope/safer-mobile-use/latest-news/the-gsma-will-work-with-enisa-to-secure-5g-networks/

2020/4/30 (FE) : BUNZEMNMIRZEE - Eit
2020/6 (FiE) : REANE = s
2020/10 (FXE) FRDIMEDI7ELTAAZ K
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http://europa.eu/rapid/press-release_IP-19-1832_en.htm
https://ec.europa.eu/commission/presscorner/detail/en/ip_19_6049
https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures
https://www.gsma.com/gsmaeurope/safer-mobile-use/latest-news/the-gsma-will-work-with-enisa-to-secure-5g-networks/
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2018.11.16: [RAVICTD7—D1A - X1 U a &> 5 — =R
https://www.reuters.com/article/us-germany-telecoms-huawei-exclusive/exclusive-chinas-huawei-opens-up-to-german-scrutiny-ahead-of-5g-auctions-
idUSKCN1MX1VB

- V—=XO—K (VI DT 77116 ZhRURERIREE
AREEESA— (T 7 —DTANDNEET DN, B AR —F (K DIREEDTZH (CfEA

2019.10.14: [RAVYOHTFa1UTaEH T7 -1 A =HRET |

https://www.reuters.com/article/us-germany-telecoms-5g/new-german-rules-leave-5g-telecoms-door-open-to-huawei-idUSKBN1WT110

C RATEEEZ CED <tk 1 UT 1 HYOD BHEH
R TOARIA —(TH U TRZ(ICE

2019.10.15: RAVER tF*xaUs+a - HAF0OT (BH) RENHE

https://www.bundesnetzagentur.de/SharedDocs/Pressemitteilungen/EN/2019/20191015 ITSicherheitskatalog.html?nn=404530
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https://www.reuters.com/article/us-germany-telecoms-5g/new-german-rules-leave-5g-telecoms-door-open-to-huawei-idUSKBN1WT110
https://www.bundesnetzagentur.de/SharedDocs/Pressemitteilungen/EN/2019/20191015_ITSicherheitskatalog.html?nn=404530
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