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1. Data Mapping

2. Adapt to Attack & IR Process

3. Technical
Measures
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« Fast ForensicsM iR D — D :Forensically Sound

Full Disk Imaging Live Forensics & Triage
Which evidence is Reports, results, and files the
Entire disk
preserved: examiner chooses to copy

Adequate speed

Up to ten hours
per disk

Duplicates evidence E EJJE/]@ \ﬁliﬁ)é&fh_l

= 7% i EUL VG

Dupicates o v _ SR EEL DR A TEALY)
eve
EORR BETORIHEE

Duplicates entire disk

Alternate lines of
investigation are
possible in the future

5| A : https://www.dfrws.org/sites/default/files/session-files/pres-
rapid_forensic_imaging_of large disks with_sifting_collectors.pdf
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Sifting Collector (Alternative Approach)
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« Rapid Forensic Imaging of Large Disks with Sifting Collectors By Jonathan Grier and
Golden Richard

o EEE!DDisk ImagingERFRIZTAL YT A= D ITA—< Vb (raw, e015F) T
LR DT —REA A= TF B
o EERBILIFELY, BEMNIZTIALUOVIIAERICEES 502%3BHL. £HT
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L7ZRLY
o AA=UUTEREIFIMEZLLLE
(EBDERAN—X)
o BAFITTIHBGrier ForensicsHh i
BOMDENITHENKELEH
¥R EIE D R T

%) https://nij.ojp.gov/topics/articles/new-approaches-
digital-evidence-acquisition-and-analysis

Exhibit 1. Typical Disk Regions

Typical Disk

Source: Courtesy of Grier Forensics.
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Sifting Collector (Alternative Approach)
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Alternate lines of
investigation are
possible in the future

51 : https://lwww.dfrws.org/sites/default/files/session-files/pres-
rapid_forensic_imaging_of large disks_with_sifting_collectors.pdf
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3. Technical Measures
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3. Technical Measures
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