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TA2: Explanation & Integration

TA1: Detection, Attribution, Characterization

Extract Score Fusion E> Explanation
XERetion & Generation
Association Multimodal Representations
‘73 < ° o O
Single Modality s} Prioritizati
= - rioritization
Manipulation Attributed Graphs Semantic Embeddings  Hybrid Representations
Detection \ }
TA3: Evaluation
Reasoning Multiple Pipelines . -~ o
Ensembles edia Ev .
: : aluations
)_éo E> gz:;:tnl::z E> l Attribution E>l Characterize generation
Representations 1 f
Metrics
Semantic < | detection& Polarization,
Models Generator association Source yirality,
Models peoTce Models fupart TA4: Challenge Curation
> - >
Al generator Extraction zgg:-lgogal Intention
failure modes Models styles, topic Models SOTA Thre?t
models challenges modeling
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INSTITUTE of INFORMATION SECURITY

B TA1 Detection, Attribution,
Characterization

® Approaches to automatically reason about extraction failures in one or
more modalities that might otherwise indicate spurious inconsistencies
across modalities.

® Approaches to align, ground, and reason about entities across multiple
modalities, each of which might only have a portion of the overall
narrative.

® Algorithms for DAC that provide effective performance even with limited
training data, and that are robust against domain mismatch.

® DAC algorithms that could deal with real-world issues such as multiple
cultures and contexts.

® Techniques for quantitatively characterizing key aspects of falsified
media, such as malicious intent, in ways that are both computationally
accessible and operationally relevant.

https://www.fbo.gov/utils/view?id=614a021dc47a5466ce1747e3351113f4 27
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B TA2 Explanation and Integration

® Techniques for fusing DAC scores across multiple TA1
performers each with disparate approaches.

® Approaches for reconciling evidence across multiple TA1
performers with disparate forms of evidence, and presenting a
unified evidence summary and explanation to end users.

® Methods for automatically customizing media prioritization
schemes to different end users or different classes of end users.

® Technical approaches to enabling parallel TA1 development and
system integration while simultaneously minimizing
dependencies and integration effort.

® A strategy for supporting a rolling, continuous evaluation
process that leverages the prototype SemaFor system and a
continuous integration, continuous deployment process while
keeping compute costs in check. 28
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® A strategy for storage of training and evaluation data as well as
initialization values, hyper-parameters, training and evaluation
process scripts, documentation, validation tests, knowledge-
bases, and any other materials required for the Government to
reproduce or retrain any algorithmic component. Data will need
to be stored securely and also be able to be compartmentalized
to ensure that evaluation data is kept separate from training
data.

® An approach for proactively engaging with potential transition
customers to enable early transition of SemaFor capabilities.

® Evidence of previously successful transition of DARPA
capabilities to operational use in the DoD and/or IC.

https://www.fbo.gov/utils/view?id=614a021dc47a5466ce1747e3351113f4
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B TA3 Evaluation

Phase 1 — 18 Months Phase 2 — 18 Months Phase 3 — 12 Months
1 2 - 1 - 2 1 2 X
News Social Technical News News Technical
Articles Media Posts Information Collections Collections Collections
Text, image, Shorter than a e.g. a nation state’s Multiple news Multiple news Multiple technical
audio, video news article missile propaganda articles articles information articles
| Increasing task complexity >
Quantitative Assessment Program Goals
Manipulation detection « Probability of Detection (Pd) Human: 60% Pd [Deepfakes] 80% Pd 85%Pd 90% Pd
+ False Alarm Rate (FAR) « Image: 80% Pd at 10% FAR / 20% EER  10% FAR 8% FAR 5% FAR
Equal Error Rate (EER) « Text entity recognition: 90% F1-score
« Audio: 4% EER
Attribution + Pd/FAR « Image: 78% Pd at 10% FAR [camera id] 80% Pd 85%Pd  90% Pd
10% FAR 8% FAR 5% FAR
Prioritization for analyst +« Accuracy over degrees of malice « Sentiment analysis: 70-80% F1-score 70% 80% 85%

accuracy accuracy accuracy

https://www.fbo.gov/utils/view?id=614a021dc47a5466ce1747e3351113f4 30
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B TA4 Challenge Curation

® Detailed evidence of the proposer’s ability to bring state-of-the-
art falsification challenges in one or more modalities to the

program.

® Threat models that provide actionable insights into how DAC
algorithms and the SemaFor system should be designed to put

significant burdens on potential manipulators.

https://www.fbo.gov/utils/view?id=614a021dc47a5466ce1747e3351113f4
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11:]d)  Semantic Detection

Text (Notional) Audio (Notional) M’k
NewsWire: April 1, 2019, Bob Smith
On a rainy spring day, a vast, violent
group gathered in front of the US Capitol
to protest recent cuts in Social Security.

“We’d like to welcome you here on
this beautiful spring day. Thank you all Image
for coming out [cheering]...” 1

https://www.darpa.mil/attachments/Semanti
cForensics-IndustryDay-2019-08-12.pdf 33
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M) Semantic Detection

Text (Notional) Audio (Notional) W Conclusion: Media components

NewsWire: April 1, 2019, Bob Smith consistent across modalities.

On a rainy spring day, a vast, violent We'd like to welcome you here on

group gathered in front of the US Capitol this beautiful spring day. Thank you all Image
for coming out [cheering]...” )

td protestfrecent cuts in Social Security.

Video A

»

https://www.darpa.mil/attachments/Semanti
cForensics-IndustryDay-2019-08-12.pdf 34
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011y  Semantic Detection

Text (Notional) Audio (Notional) Mﬂ. Conclusion: Media components not

NewsWire: April 1, 2019, Bob Smith consistent across modalities.

On a rainy spring day, a vast ”We’d Iike.to welf:ome you here on
group kathered in front of the US Capitd this beautiful s@ring day. Thank you all Image

to protest recent cuts in Social Security. for coming out [cheering]...

“violent group”

https://www.darpa.mil/attachments/Semanti
cForensics-IndustryDay-2019-08-12.pdf 35
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