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SANS DFIR Challenge

https://digital-forensics.sans.org/community/challenges
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DFRWS Forensic Challenge

DFRWS Forensic Challenges are open to all participants and are designed to be
accessible at multiple skill levels. Some answers will be accessible to participants with
basic digital forensic skills, and more advanced elements are included. Examples of
previous challenge submissions, including the grand prize winners, are available here.

DFRWS loT Forensic Challenge (2018 - 2019)
i i

Scanario:

On 17T May 2018 at 10:40, the police were alerted that an illegal drug lab was invaded and unsuccessiully set on
fire. The police respond promptly, and a forensic team is on scene at 10:45, including a digital forensic specialist,

The owner the illegal drug Lab, Jessie Pinkman, is nowhere to be found. Police interrogate two of Jessie
Pinkman's known associates: [, Pandana and 5. Varga, Pandana and Verga admit having access to the drug lab's
WiFi network but deny any involvement in the raid, They also say that Jessie Pinkman's had the loT security
gystems installed because he feared attacks from a rval gang and that Jessie kept the alarm engaged in “Home"
maode whenever he was inside the drug lab.

Within the drug lab the digital forensic specialist observes some loT devices, including an alarm system
[ISmartAlarm), three cameras (QBee Camera, Nest Camsera and Arlo Pro) as well as & smoke detecton (Mest
Protect), &n Amagon Echo and a WinkHulb are also present,

6

Challenge details and data can be ¢ http g ffde'WS. Dl'gfdfl'w S_fﬂren Sic -{:h a_l lﬂﬂgﬂ




HACKING EXPOSED

COMPUTER FORENSICS BLOG
R BY DAVID COWEN

e ]

Monday, August 1.3, 2018

Daily Blog #451; Defcon DFIR CTF 2018 Open to the Public
Hells Headear

This year at Defoon we made things inberesting with a challenge thal involves making your
way throwgh 3 mages to answer questions and solve a case Now that Defcon s over and the
winnears awarded it's yaour i 1o Qe the Ehﬂll!‘:ﬂ{l& a lﬁl'

The frst image password is ‘tacoproblems’
The second and thed smage password is gained by answerning the right queshaons in the CTF

CTF Site
https:iidefcon2018.ctfd. ol

Download Lnks

Imag:: 1
https (lwww.dropbox com/si1 g4f0fowoB04Bma/image1. Tz 7dI=0

Image 2
htips:iwww. dropbox. com/sfgeiigklBuupBBk/image?. Tz Pdl=0

Imaga 3
https:iwww dropbox. com/si|vagbdrfidjojbk/imaged. fz7di=0

" https:fwww.hectblog.com/201 8/08/daly-blog-45 1 -defcon-dfir-ctf-201 8. html
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https://www.amanhardikar.com/mind maps/ForensicChallenges.html
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Defcon DFIR CTF 2018 Writeup
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The CFReDS P ct NISTjJ“DFFEGD
SRS A X — TR UNENR

MIST I8 developing Computar Feransic Refarance Datn Sats LCEFRaDSE] for dagital awvidence. These rederancs data sets (CPRaDS) provide to an investgatar docurmaented
st of simulabed dagital evidence lor axsmination, Since CFREDS would hives dooumanted contents, such as tirgel search Sirngs seaded in known locations of CPFREDS,
investipaters could cormpare tha results of searchas for tha Barget strings with tha known placement of tha strings, [nvastigakars could use CFRaDS in ssveral ways
inclisding vahcating the solbsane Loals usaed in thslr iestigatans, aguipment dhsck oul, raining irvestigators, and prolcency Lesting of investighlors ad part ol
labaratory accreditation. The CPRsDS sibs 8 & repository ol images, Soms images are produced by NIST, altan Trorm tha CFTT {lool testing) prodect, and some are
contmbuted by athar groanizaticns. Nabicnal Instdube of Justice fundad thes wark n part through sn inlerpgency agreéament with the NIST Ohce af Law Enforcesmant
Standards,
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In additicn 1o best images, the CFReDS gite contains resowces bo &d in creatng your own Lest images. These creation seds will be in the fonm al interesting data hles,
usaful softwara tools and procedures for specific tasks,

IMPORTANT MOTE: This web site is under development and may change or be reorganized at any time.

Data Set Types

There ane several uses ervisioned for the data sats, bul we also expect that thene will be unloreseen apphcabions. The four most obvious applications are testing lorensic
tools, establishang that lab eguipment is functioning properly, testing proficiency in speciic skills and trainmng laboratory staff, Each type of data set has slightly different
requirements, Most data sets can be used for more than one function. For example, the Russian Tea Reorm can b used to evaluate the behavier of a tool to seanch
UNICODE tect or display UNMICODE text. This set can also be vsed as a shall test for an saminer to demonstrate proficency in working with UNICODE texdt or as a
fraining exarcisa

Data sets for tool testing

Data sets for ool testing need to be completely documented. The wser of the data set needs Bo mow exsdly what is in the data set and where it = located. These data
sets should also provide specification for @ sek of explicl tests, Howewer, the wuser should howe sufficient documentation to davelop and execute other best cases If
necessaEry OF degirgble. These data =ets could be part of & realistc imvestigation scenana, but it i3 sasier to conbrod eapected results I esch dala el is fooused an &
particular type of tool funchion. Examples af focused function areas are stning searching, deleted file recovery and amail extraction. 11

Thera will tend to be many small tast images, each fooused an a particular feakure for the tool ful h
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