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Corporate name: Ernst & Young
Established year: 1989

Headquarters: London
Global Chairman/CEO: Mark A. Weinberger
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Services

Cyber Breach
Response
Management

Cybercrime and
Fraud
Investigations

Training and
Cyber exercise

Cybercrime
Intelligence and
Threat
Assessment

Skills

Law enforcement,
security and
regulatory liaison

Intelligence
assessment and
analysis

Digital Forensic
Analysis

Network attack
forensics

Log Identification &
Analysis

Cyber breach
litigation and
disputes support

Host based
malware and attack
analysis

Cyber Crime and
Fraud Investigation

Breach impact
assessment

Board-level cyber
breach response

Scenarios where

FIS are engaged

Conducting forensically sound
technical investigations into a
damaging cyber-attack —
including collection and analysis
of evidence

Collecting digital forensic
evidence to criminal litigation
standards

Providing digital and cyber
forensic expert witness services

Preservation, collection,
transformation and integrated
analysis of multiple forms of
data (e.g. financial, email, audio,
chat).

Supporting commercial disputes
with customers and supply chain
relating to losses or damages
from cyber-breaches

Collecting and analysing using
eDiscovery and analytics the
information / intellectual property
compromised by cyber-attackers —
in order to assess losses

Supporting civil and criminal
litigation relating to cyber
breaches

Assisting CEO, CFO, Chief General
Counsel, CSO, CIO and CISO with
business consequence
management and business level
investigations
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ebmail artefacts Remote Desktop acces
Internet browsing history Mailbox access
Internet chat Microsoft Office metadata
Internet search history Database forensics

Cloud Storage Analysis Virtual machine analysis

Apps

Windows, Mac and Linux If;ﬁg*ﬁﬁﬁﬁlnstallation log analysis

Event log parsing File access through Shellbags
Operating Recycle bin analysis Swap file analysis

Systems Registry analysis Malware analysis

MRU lists IDS, IPS, System and Network Logs

File access through LNK Files MFT analysis

Fi iping analysis User activity timelin

Encryption i User permissions analysis

MAC Times adow Copies

Alternate Data Streams Deleted file recovery
File carving Access Control System log data
Volume recovery MBR/GPT

Physical Media RAID recovery

Media wiping analysis
Encryption analysis
Disk Config Overlay (DCO) analysis
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