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“It is the beginning of a pandemic hitting health systems
in the next few years.”

Larry Whiteside, Jr. (CEO, Whiteside Security LLC)

http://www.chicagotribune.com/news/nationworld/ct-california-hospital-ransom-hackers-20160217-story.html
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Washington-area MedStar hospital chain
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WannaCry ransomware attack
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Connected Medical Device & IOT Security Summit

O THE CONNECTED MEDICAL DEVICE & 10T

REGISTRATION

FarcaMoalthca: ™

FerceftedToch

— Healthcare Guys

[

MIND

January 25, 2018

08:15
08:45
09:30

10:45
11:30
13:15
15:00

16:30
17:00
17:30

Chairperson’s opening remarks

Keynote address: the economics and ecosystem of the dark web
Keynote address: MEDSEC vs. St. Jude Medical: implantable devices,
vulnerabilities, and the law

Keynote address: regulatory advances

US legal and regulatory framework

Engaging with non-technical stakeholders

Cognitive devices, internet of hospital things — loHT, smart devices;
safer care

On the fly contextual security risk management

Building layers of security for 1oT and embedded medical devices
Innovations in secure 10T medical device application support

January 26, 2018

08:00
08:15
09:00
09:30
10:30
11:30

12:00
14:00

Chairperson’s opening remarks

Keynote address: threat modeling 101 — learnings from real design
Live demo of a medical device replica hack

Third party risk management for medical devices

Leveraging exploits to manipulate care workflows

Utilizing blockchain technology for connected medical device / loT
security

Panel and audience discussion: where do we go from here?

Optional post-summit workshop: know thy enemy: securing medical
devices in the hacking era
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