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a. the nature and size of the breach or loss;
b. the estimated time of the start of the breach or loss;
c. the possible consequences of the breach or loss;
d. a prognosis of the recovery time;

e. if possible, the measures taken or the measures to
be taken by the vital operator to limit the consequences
of the breach or loss or to prevent repetition thereof;

f. the contact details of the official responsible for the
notification.
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® Health Insurance Portability and Accountability Act,

P.L. 104-191, 110 Stat. 1936 (1996), codified in part
at42 U.S.C. § § 1320d et seq.
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® American Recovery and Reinvestment Act of 2009,
P.L. 111-5, codified at 2 U.S.C. 661 et seq.

WIS L) —F-T5A1)—ik
® Gramm Leach Bliley Act , Pub.L. 106-102, 113 Stat.
1338.

22



©

L A LY T KA

B7A)HEE-BiIREX

O FERRA—FE) TA RUEHBAEREED
TIAND—BERVEX21) T EEZRIL

O EEIBFRANDIZRE (breach) NELELI-IHS.
FIFRESNLEEFHN X7 TEL
(unsecured protected health information) |
iﬁ%(:fgofz%éwﬁﬂ-’Ai‘%%i‘%’&ﬁﬁﬁz’é
i TE

23

®

i A ) 7 R

B Sec. 13402
® (a)¥2 Al

KEDEARAEZZITHAEEREZETH-T, EX27TEL
RESNLHIEREFR(REFN)E)BIZEDD) %,
TR, GE.INE. BE. L. REELIIERE
ZTDMDAETHRA. FIAXIILAATIEDIL, B
EHROBEDHRENEEEICI>THRREIN=ESIZIE,
LEZBREOHR. EX 17 THWMRESN A EEIFHRIC
TOtERA BEXXEIAHZZTAEAN. HELLIZITS
EIZHAEEEBIZHIBISNAEANIIKLT, HB%ES
DBREITHEITNIEESAN,

24



B A EHEFLY T RERAY

B{EANIZx T 5@

Ot 1 )T BRENDRELXZZTEENMN-fLE
M560B LIAICIRBIEL TE @ ENLE

O A ANNRLET HIGEXBEFA—ILICLSHEAN.
BEANDEFEFENTHIIGETE>TLDIGEFICIE
R—LR—IADHFFEERFETELGIRAATAT
FADEBICELOTHRZADAILELTED

O EAMNDEINEHLEZRITHENMERZHNE
LEFn([Eand | BRAMZE TG EICIEER
TIIGEBEANCERETEIMNT HELT

25

B A EREFLU T KBRS

mEANE
ORENRLELI-ARFOERME. RFIC
FENDEE (KA. HEREES. £EFAH.
EFE) . REZZTEAANBEFITEDHEND
FOCTHI=HODHUFE REERITI-EA
WEEEZHAET D-HDFERF
B0 S EBRAET B AICIE, REEEL
EEISLEDEEHE
n RREULEE L, AEOKR—LR—TIS
%2 TABRE BT HEHEEH



©

b Wi A R T KERAY
BAHDJAIL=T Wik

O2002FIZEXKVDT—2EFX 1) T42E
BENEZHITE

O ENFHRDTEEDA TN FEELT-
BEDANREBFTERAANDBINEFZHAX
THE

OFEEFEDEXT L) TAEENRLELI-FSIC
NR-BINBFZEHDCEIZLELHENERD
FBIEEZENENCE. BB >BEDEESE
Z M 7E0y

27

©

i A ) 7 R

m 1798.82(a)

® L\NWEAN) TN T CEEXTOIBAFIEIAARTH>TEANIER
FEUaAVEA—MEINT=T—IZEMETHXIIIEREZEITHLDE.
D) ITAHIL_TOREEDESILSNTULEIMEANEBEREZSD XIE
SULAENICHEINS T —2FEROLNELOMNEEFLT
X A)TABRENREL-EEIZIF. VRTLDEF )T/ DRES
NRTHHh . EBHLEZFNIEESEL,
m (b)

® LWHHBBEANEIZIRATH>THZEAXIIAELSRTAELTLVEL
BANEHREFESCAVE1a—2MEEIN=T 2% ERTLEDE.
NIV _TOEFEEBEDODESILSNTOVEWMEABEREZST XIE
BULAENICHTEINS T —2FEROLENLOMNEFLT
XA TABENRELEESFIZEK. D RTLODEX AT/ DEE
NRIT DL BHILEITFNIEEGSE,

28



®
L A R T RERAS

M2017F4A8Km
@ 48 THIE
O 7 o/\T M XA aARMARFITE
OO VETHERX. F 7L, TIT)LR)OL

il &
UL oybh—KiEEiREE Dsecurity freeze
law
o = THIEF
.

B REGHTENEHR]. IBEFEFZEZE>ED
S, AINREIZZBT I BIEFD
NE. 15']9*%’( 50z

B R ETLDHTME N IEHR
XA LLUTDRFMDMEE TRALLE:
Za
&=l X 1UTAES BEAHILES
RUIRIF
SHIIESLHICAEES . ILUVMES, TEUK
H—RES

30



e
B ) B2 T KRRA
INSTITUTE of INFORMATION SECURITY

I1E'E TE 2
51X dreductEnN TLVELVEFIESNT-
_‘\—90)71'—‘/74?3%'(073(;@& S=1-lE
TOEXIZKYMENFEHRIOEF2 T,
LN ISR ELTHONEZE

OIEENFBIRMEEHL or BFFRIIEER A
HYTEL, SEEGE . BENEIYSS
EEHBLANILDYRIL®HAHEIGEDELE
{E-TLNVS

31

&
mEEREANDOEED <o
Ri
d

B_a—3J—VMDEFE

Data Security Breach Number of Breaches (% | NY Personal Records
Cause of Total) Exposed (% of Total)

External systems breach 519 (40.48%) 1,102,258 (60.05%)
Inadvertent disclosure 312 (24.34%) 304,277 (19.06%)
Other (i.e. skimming) 180 (14.04%) 50,313 (3.15%)
Insider wrongdoing 105 (8.10%) 7,300 (0.46%)
Loss of device or media 61 (4.76%) 0,607 (0.60%)
Merchant breach 38 (2.96%) 35,030 (2.25%)
Theft of device or media 19 (1.48%) 3,270 (0.20%)
Law enforcement recovery 18 (1.40%) 6,468 (0.41%)
Unauthorized access 13 (1.01%) 68,839 (4.31%)
Internal systems breach 10 (0.78%) 7,453 (0.47%)
Unknown 7 (0.55%) 492 (0.03%)
Total 1,282 1,506,207

https://ag.ny.gov/press-release/ag-schneiderman-

announces-record-number-data-breach-notices-2016 2
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