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Summary Soumss Destinations

Time Source

v Feb 27 2017 | REERLCELEEE

Indicator information

& Poisonlvy - 120.174.188.35

ATLAS — Malware

Severlly High
Configence: High
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G847 08 AM
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Gi4T:08 AM

«— Poisonlvy) 220w O9 352 LT.
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Indicators Sanices Anakysis
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=
by TEERENS. HDIBE (BITE

Paisaniey - 120 774 1RE.25

™

RERUCE T DIRHaERN.

7 192.1658.2
125174, 188.35 i 152 168 20,143
192.168.20 143 = 132774 188 33
162 168.20,143 ToR 129.174.168.35
= 125 174 188 35 o 152 168 20 143
125,174 188.35 = 15932 168.20.143
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Indicator Information

ATLAS — Malware

3
BBEFIRIILTDCTDIET
Poisonlvy - 129.174.188.35 ~wW A ERZFE TR (CHESRDTEE,
4 g:a7:08 192.168.20.143 woe 129.174.188.35

Severity: High
Confidence: High

- geninfo: General information

- eth: Ethemnet Il, Src: 20:47:47:d8:dd: 6f (20:47:47:d8:dd:6f), Dst: 00:00:20:00:48:02 (00:00:20:00:48:02)

t Internet Protocol Version 4: Intemet Protocal Version 4, Src: 192.168.20.143 (192.168.20.143), Dst: 129.174.188.35 (129.174.188.35)
4 Transmission Control Protocol: Transmission Control Protocol, Src Port: 40749 (40748), Dst Port: 30995 (30995), Seq: 0, Len: 0

srcport: Source port: 40749 (40749)
dstport: Destination port: 30995 (30995)
port: Source or Destination Port: 30995
stream: Stream index: 0
len: TCP Segment Len: 0
seq: Sequence number: 0 (relative sequence number)
hdr_len: Header length: 40 bytes
- flags: Flags: 0x002 (SYN)
window_size_value: Window size value: 29200
window_size: Calculated window size: 29200
I- checksum: Checksum: 0xb956 [validation disabled]
4 options: Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
- mss: Maximum segment size: 1460 bytes
I+ sack_perm: TCP SACK Permitted Option: True
I Timestamps: TSval 7889140, TSecr 0
I+ No-Operation (NOP)
I~ Window scale: 7 (multiply by 128)

I B:47:08 AM 129.174.188.35 TCcP 192.168.20.143

I B:47:08 AM 192.168.20.143 TCcP 129.174.188.35
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indicator information

Poisonlvy - 129.174.188.35

Severity High
Confidence. High
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Arbor Spectrum indicators | Hhmiing | HostDosslr  Connections  Investigalions Hep  Seffings  Satoshi
Hunting 4339 Indlcators by 17 sources of }*gé}\E@J_CE BPort ScantTJ+« )L~ e E =
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