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Ransom: PowerShell/Powerware.A
Also detected as:

“PowerWare”

Threat Alert: “PowerWare,” New Ransomware Written in

PowerShell, Targets Organizations via Microsoft Word

Ransom:PowerShell/Powerware.A First published: Mar 26, 2016
Alert level: Severa

https://www.carbonblack.com/2016/03/25/threat-  http://www.microsoft. com/securltv/portaI/threat/e

alert-powerware-new-ransomware-written-in- ncyclopedia/entry.aspx?name=RANSOM:POWE

powershell-targets-organizations-via-microsoft- RSHELL/POWERWARE.A

word/

Our research found that “PowerWare" is delivered via § macro-enabled Microsoft Word documentfThe Word
document then uses macros to spawn “cmd.exe,” which in turn calls PowerShell with options that will download and
’ run the malicious “PowerWare" code. In an interesting twist, “PowerWare" authors initially ask for a $500 ransom,

. whlch increases to $1,000 after two weeks. :

Copynght © 2016 Cyber Defense Institute, Inc. All rights reserved. 9

[ EHEEEL-a< U R AR DU TIILRURY ThEFIRIEZER

LI-IERRT7OJ S LFRANV-E

- 20165F4H118. FireEyeDN RV OB R F TOTSLFICKDBEBBEREDR,

/
/

GHOSTS IN TAE §

Apri 13,2016 | by Daniel Regelafo, Erye Her:

Wevout s torodce st oo G
ot being detected in e il by taditonal i)

« Sofa, m{ samples found in VT with the f
+ Win32 tharies

+ Offceftc
+ RTfdoc:
+ Hangul Word Processor (HWP[1] documer

s inciuding Open XML for

Thepstuy includes samples submited o VT n
n;mon Tables I the Appenciy).

[Findings

Suspected APT malware:

1. GOODTIMES backdoor: Suspected APT;
2.UPS backdoor:
3. VBA Macro + Metasploit Shellcode Load|
4. Hancom Office HWP Exploit: Possible AH

Malware without attribution:

1. OccultAgent (New) Code hidden in Excel

2. Spy:Net RAT: Targeting Erazilan victims

Suspected APT malware:

1. GOODTIMES backdoor: Suspected APT, MS Office with Embedded Hacking Team Flash Exploit
2. UPS backdoor: Suspected APT3

4. Hancom Office HWP Exploit: Possible APT taxgeting of South Korea.
ZBLDLNRFF YT

Malware without attribution: LRI F[alHET B

1. OccultAgent: (New) Code hidden in Excel spreadahepi FARTETATSA]

2. Spy-Net RAT: Targeting Brazilian victims

3[VBA Macros + PowerShell scripts: Netcat Backdoor |

4] VBA Macros + Python scripts: Metasploit Shellcode Loader |
5. Office Downloader

3. VBA Macros + PowerShell scripts:

5. Office Downloader

4.VBA Macros + Python seripts: Metasploit Shellcode Loader I _________________

https://www.fireeye.com/blog/threat-research/2016/04/ghosts_in _the endpoi.html
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HaujoHanbHa eHepreTUYHa KOMMaHIA

i HUHFEHEFID

Mpo KomnaHito [AianbHicte 3akynieni Po3ssutok KCB

YBara! 3MiHeHO faTy npoBefeHHSA
rpoMaacbkux obrosopeHb MnaHy po3BUTKY

OEC YkpaiHu Ha 2016-2025
WOBHMTDH OEC Yxpainn

Ha uMcneHHi 3BEpHEHHA NPEACTABHWKIE ENEeKTPOEHepPreTMUHO! CNINLHOTM, & TakoK 3 MEeToH
3aNYUEHHA LUMPLIOTD KONA YUACHWKIE, NPOBEAEHHA TPOMAJCEKMX OGrOBOPEHb Ta KOHCYNbTALiM
npoekTy "Mnaxy pozentky OEC Ykpainn Ha 2016-2025 poku" nepeHocuTbcA Ha 20 ciuna 2016 poky.
Micue Ta yac NPOBEAEHHA 2aX0/y 2ANMWAKTECA Ge3 aMiH (KuiBckka 00nacTs, MakapiBckkMi panoH,
c. HanueaiikiBka, Byn. JKomThesa, 112-b, MC 750 "Kuiackka”) [N "HEK "Ykpewepro" Gyge
3abe3neuyBaTiH TPAHCHEP YUACHWKIE 33 MAPLIPYTOM M. Kuie (Byn. CumoHa MeTmiopu, 25) - MNC 750
KB "KuiBchKa" - M. KWTe (Byn. CumoHa MeTniopw, 25)

20151 A198 IR 4ELE=RE7
49T A—)L

& YBArA! 3MiHeHo gaTy N...5 - Mozilla Thunderbird

=
Ukrenergo <info@ukrenergo.energy.gov.ua=%

YBATA! 3MiHeHO AaTy npoBeaeHHA
rpoMagcbKux obroeoperb MNnaHy po3BUTKY
OEC Vkpaiun na 2016-2025

@ -

Attention! Changed the date of the
public debate ECO Plan of Ukraine
for 2016-2025

X Ayt—y)— X || 2, BlackEnergy
7“11/—7"?%7{50)15(%%? AMNFERTED,
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http://www.ukrenergo.enerqgy.gov.ua/Pages/ua/DetailsNew.aspx?nlD=2233
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Edit View Insert Format Tools
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Data Window Help

LibreOffice Calc
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OuiHKa CTPYKTYPH reHepylouux NOTYXKHOCTeN Ta noTpeb B ii onTumMisauii

QEC Ykpainy o0'eAHvE B Napanenedy poboTy TeN/I08], aTOMHI, [IApaB/idKi, BITPOBI Ta COHAYHI /1EKTDOCTALIT CYMapHOR BCTHOB/IEHO NOTYXHICTIO, Aka |
CTakom Ha 31.12.2015 poky CKIagaTiMe 55 468 MBT (De3 eneprorenepyiounx of ekTis BE3 «Kpum»). y Tomy sucai:

CrouuTuna rauanULALLAY AnTAurLncTais NEC Vunaium rrauass ua 21 12 2015

52.Office

Yeara! Llein gokymeHT ByB cTBOpeHuMia y Ginw Hosin Bepcil Microsoft Office ™
MakpocK NoTpibHO BKIKYNTY ONA BiaobpakeHHA BMICTY OOKYMEHTY.

e |

M ENerTpOCTaHUIT HA aNbTEPHATUBHWX
Oxepenax eHeprii

Attention! This document was created in a newer version of Microsoft
Office. Macros are needed to display the contents of the document.
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analyzeMF
NTFST7AIVS AT LNOMFTD 77 A4 IV TTT 5Y—IL,
nalyzeMFT
https://github.com/dkovar/analyze MFT

CDIR Collector

Windows s BT —RER LT 2=HDF—To)—REFFRALEY—ILEYE,
CDIR Collector
https://github.com/CyberDefenselnstitute/CDIR

Event Log Explorer
A—AILAVE1—EDARU AT OFEMI O, 2T —I LOBEHOIAVE1—2D (A0 b0Y
EEPEETEDY— L,

Event Log Explorer™ for Windows event log management

http://eventlogxp.com

Log Parser
SFESFLOAT DOPA M ELFEREZRRL FEDERETIREHTEHY—IL, HERELOExcel HD
T—ATHATIHE, BHREOTDHEXIET D,
Log Parser 2.2
http://www.microsoft.com/download/en/details.aspx?id=24659
Log Parser Lizard
LitdDLog Parse #GUI THEZ5KLII1ZFDHY—IL,
Lizard Labs
http://www.lizard-labs.net
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FTK Imager Lite
N—FTARIDEBRDSBO AERVETOEN VM BEDA A= T7 A I DRI AHEEELTD
U=,

FTK Imager Lite http://accessdata.com/product-download/digital-forensics/

triage-ir

WindowsV R T LTYILV I 7 DREBRMEFDOREICLELLGLHFERZBENET HVY—IL,
triage-ir https://code.google.com/p/triage-ir/

RTIR

Request Tracker for Incident Response D&, 1L TURN\URY T 2EHDT—Y70—4&E1LT 5
T:&)a)‘y_)l/o
RTIR: RT for Incident Response https://www.bestpractical.com/rtir/

Q@ EHRM A T OFBIMBIRUENTY—ILOH

Belkasoft Live RAM Capturer
32/64 bitlTZENENRIELI-BEDAT)FLTY—IL

https://belkasoft.com/ram-capturer
HBGary Responder Professional
HBGary#t [Tk > THRFE - IRFBSNTWIEADAE) TAL D9 Y—Ib, TDF T a B L TR
ST 5Digital DNAIE, AR 7RLAEMICEENSI—FELHLT. BEOI—FNESHERT
TV T %,

Digital DNA http://www.countertack.com/countertack-technology-digital-dna
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* Magnet RAM Capture
MEBAERYDF Y TFr, T—2ADEBRUERNTEDI—Y—IL,
Acquiring Memory with Magnet RAM Capture
http://www.magnetforensics.com/acquiring-memory-with-magnet-ram-capture/

*  MoonSols Windows Memory Toolkit
AEYDEGEOEREERTI A OICBELRIRTOI—TA4)T14ZELY— L,
MoonSols Windows Memory Toolkit
http://www.moonsols.com/windows-memory-toolkit/

* Redline
Mandianttt (C &> THIF - RSN TS T —Y—)L, I THRE I TV S5Memoryze LS FEHT
Y—ILOGUIZAOVRIVRELTEDLNATIND,
Redline ®
https://www.mandiant.com/resources/download/redline

* Rekall
Google MR L TWBA—TUY—RD AT BFTIL—LT—Y
http://www.rekall-forensic.com/
*  Volatility Framework
F—ToI—=RADAE)ITHL TV IY—IL, TOERERD I ELERRNLTHEED (EH . BEIC
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volatility An advanced memory forensics framework
http://code.google.com/p/volatility/
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