Information Security Laboratory

IDFIDFAMEBERINE S 201654848

—_— N O

TR THLOYIBEDEIRE
RREBERRKFEFRFERTORIT

R AE R
@ Ak B GG
sasaki(@im.dendai.ac.jp —

Information Securiy Laboratory

N -
L x

TRV TAHLU DY (DE) AMERDHE M
 REEHRZICEITADFHBEDREDIT
BN DOKRZICEITADFEE D ENFA
 RAEEBEHKZEICETADFEEDOH )54
ERBERZIZEITHDFHE OER LT

. S0 EH

O O b WOWN =2

—_
/
L)
—_—

Tor—raEELE-ERERARFZEDEE EXK
BOUWIZ.EBEEZEELTL LNV RE AHIZEL y—"
wELEBL EFET



TORITHLODYIDAFA—D

ForensicELN\DDIEGED 1EMLEED 1 EWLHEKREF D E O,
EEEETRIZIIDED IDEKRZTEF D4 (GBEForensics)

Forensic Medicine: [&EE ]
BE ORI CHELIFHRT

Digital Forensics:
(FORIL-THLOYY ]

EFMEAZF AL THELSH BEEOHHICDHELDERE.

(29 ST PE R [EERALIRH: Ml AULVCEAS A
(29 ST F R

- SERIL 2

RAEH XI55 ? FAFOK

RARERRIE?

ADMHE
P e

B s
§
D IETAREO5EBIRT HEM }

1. n/j%@ﬂl% I @ OF FIEHERE - [

AT @

2 PCZDHER @
3. MRS 1

@
“ BERE |
5. HEEDIER

Cﬁ”

HIfREN =74 L ORI ZIRIE

SN AFE T T ST
EEESN=TJ7/ILDESHE 1

Q@ FAEBEFBIZFEIGZNZEDDNEEF T

JoN=REDT S FRALET—5%
?E&Té?ifﬁ(#ﬂé#ﬁ?%‘ﬁ&‘)

"Jonf=T—2M oL DL DEH
?’é?i'iﬂﬁ

]
0 =

B EMARAER !




E>F1%§i§§4 ;EE

LTHLUOYI DX RIZEL DD 5E>
@ avEa—32I74L2DYY

@0 ® © ©

F(ZAVEI—EFDTARIEYDFEERSED

ITYRT—=0T7FL 209D

FEIT/IT YT —EOTHOEROT EHELTIRSBD
AR)=TFL YD
PCiHEEDERMAE)—EDT—2%FNELTHRSIED
AI—LTATAHLIDYY

ARX—RTA2 DT —E3%FENELTHRSED

SCADATAL YO EERHIHEE LOT—2%iELTHRSIBD
DSORITALU OV TR EDT—3FERELTIRSED

\Cj ' ’ SCADA
| (Supervisory Control And Data Acquisition)

5

TOZITAHLODOVOBEBDODWLEN

HEOHKHICHELIFR (AT —N~DERARE
HE) %, HERUIER A AL TRALSAIZT SO’
THATORITHL OV IIE, EBEMENIEREICEEST
LS, (NISCD16DEEF MRS EFD 1)

—

DBLAILDT ORI - THL D OEMiECHEENT R
@T ORI THLU D IHEBDHLEMEBELN TR

e

LALBARDKRETRT ORI IALUOYIEEMN
AHERICIFECTETOATHEST . REICE T 25E S
R+




Tnformation §

Security Labaratory

S| R

O O b WON =2

TR TAL DY (DF) AMBRO W EH
 EREHKEICEHTADFEEDMEDIT

BN DOKRZIZEITADFEE DENF
 HREMKFIZETADFABTDOA) TS L4

. BREHRXZIZE T HDFHE O ERE LT

. SHROER

(@

=

—_—
=

N

He =2
==

B HESEAMEBERO-ODHAEANFEVEL
KEBRTOY 5L (Cysec) ID1DTIEEE
HAN—tXa) T2 Ra—R1ELTEER
(2015&ER4—Fk)

AGVAY-Yo

ERERAFIISARTICHE#T SEEMHIOIS A
EEREYAN—F1UF 20X

(XEREE SEAMSROICHOHSAZFUVELIOISA BE)




HREBHMAFEXRFRIZEITS
Ht-TtxX 1 T145F

TFORI-TALDOYDIE6DDREIBED 1D,
NRITHHEAN208 .. KERE208FEE,

()Y AN\—F2) T HEE

()Y AN—TAITIAEHKEE
B)EXa)T4AoTNOIREDE R E
(4)TIORIL-THLIDYD
BIEREF)TAIARIOAVRETNFUR
(6) XTI AT LERET -

https://cysec.dendai.ac.jp/

(1) DF A BT 18
(B SRFLHE) Y
(a) DFEIEE D $H DB E * 512
5143
(2) % 2T REER1S ° %A
K= (b) DFENIZE D% 3
3 T Feth
AN ’ Ao T
AH <kEHEQEEs || (3)DFEMLE
Iy (c) DFEFZR +
(1) EEDBIED | \
Nkl Ty . Lk
(M FEDKZD A (d) DF B2 + ek
MEEELT (5)—fo i 2
(6) SE- Ry I —HHifiiE +

* ERA LR +hfb o £k 10



Information Securiy Laboratory

N R

AN\,

1. TR 74200y 9 (DF) AMBRDLEMH
2. R BEHAKFICEITADFABTDMEDIT

3. BHOKRKFIZEITADFEE DFIM

4. HRBBKZEICHBITADFEEDA) X154
5. RRE#KZEICETSDFHE DO ERE LT

6. SERDER

@

@

/

g(‘

]

11

F R PRI AN LU

. 7"“““)’5!)1/-77jjl/>°)‘37li~ & [ UVEN R ORRER
EFXXILAKRDOLND
_ ERMEEMRLILERIELOD ARMASANADE

FEs $158 Fifi
- N N\
SHEETEE, MET S ER(HER gggfgﬁfggf
—BOERITHTS mixs ey || N SRR,
REPIZAOBSLE ZERLER ty_ B
\ VN J J
WFIZELEIL ERHLER

HE: TN -THLO OV IREERNE. B ERFOAETRRBEDHE
— R EEAN REEEHR



\%

HE P (ZAH ) T2 5LELTODE
ML

RKEDFKEKRFEDN) X215 LESEIC, REtT
TOLMELY,

(1) Purdue K=
(2) Dakota M 3L K=

(3) Champlain KF 7%&

13

Purdue KD AY)Fa15 L

® Purdue KD ETILO—X

B REOTOHIL-TALUDYIDERD
RAELLEBMASIRESIN-O—X
. o®R BREE

TIORITALL DY AR VLT —=0TFL TV
SRTIZI-THLDvY ENAIT ORI THLI DY
TOBINTALU DV THRE T7AIWVRTLIFLI DY

FORITAHLOVIDFNATAN—a—R FUFIAL DY

gL EY AT URLARRUR
TORIE

TILDITIA4LIDYY
14



DakotaiZ KFDAH) TS5 L

« A)FASLITKHEREELTINSIER
— TR TAL DY D EKE
—AVEaA—RT7AL2TUYIDIEGA
S Sy Ess b AL
—ENAILT ORI TALDYD
- EBROETIORIL-TALODYIES

RERR Ne

15

Champlain CollegeD A F 15 L

Master of Science in Digital Investigation Management

MBA 500: Integrated and Reflective Practice

DIM 500: The Practice of Digital Investigations

MBA 525: Process Improvement and Operations

MIT 505: Project Management

MIT 525: Financial Decision Making for Management

MIT 530: IT Security and Strategy

MIT 550: Reflective Leadership and Planned Change

DIM 530: Legal Aspects of Digital Investigations

DIM 540: Current Topics in Digital Investigation Techniques

DIM 550: Laboratory Operation and Accreditation “‘

DIM 560: Digital Investigation for Civil Litigation %g\
QU

DIM 570: Research Methodology \/
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School Program Location
Master of Science in Information
Networking with a concentration in

Carnegie Mellon Computer Forensics and Incident

University Response Pittsburgh, PA

Champlain College

Master of Science in Digital
Investigation Management

Burlington, VT

Master of Forensic Sciences with a

George Washington concentration in high technology crime

University investigation Washington, DC

John Jay College of Master of Science in Forensic

Criminal Justice Computing New York, NY

Purdue University Master of Science in Cyber Forensies West Lafayette, IN

Sam Houston State

University Master of Seience in Digital Forensies Huntsville, TX
Master of Science in Forensic Studies

Stevenson University with an Information Technology track Stevenson, MD

Texas State Universit

¥

Master of Science with a Minor in
Forensic Systems

San Marcos, TX

University of Central
Florida

Master of Seience in Digital Forensies

Orlando, FL.

University of New Haven

Master's in Criminal Justice with a
concentration in Forensie Computer
Investigation

‘West Haven, CT

University of Rhode Master's Degree in Computer Science

Island with a Digital Forensics track Kingston, RT
Master of Science in Technology

University of Eastern Studies with a concentration in Digital

Michigan Investigations Ypsilanti, MI

http://docs.lib.purdue.e
du/dissertations/d Y
The Development of a
Standard Digital
Forensics

Master's Curriculum
Kathleen Strzempka
Kathleen A. Strzempka,
kstrzemp@purdue.edu

38



George Washington University

O—X: Master of Forensics Sciences with a concentration in high
technology crime investigation

FORS 259:
FORS 265:
FORS 277:
FORS 279:

FORS 285:
FORS 274:
FORS 278:
FORS 280:
FORS 283:
FORS 290:
FORS 295:
FORS 298:

Computer-Related Law

Ethics and Leadership

Computer Forensic | - Investigation and Evidence Gathering
Intrusion I - Understanding and Identifying Network-Based
Attacks

High Technology Crime Investigation Capstone Course
Video Forensic Analysis

Computer Forensics II - Evidence and Analysis

Intrusion II - Investigating Network-based Attacks
Steganography and Electronic Watermarking

Selected Topics —] g
\/>J

Research WG
s : NS4S
Forensic Sciences Practicum \

http://docs.lib.purdue.edu/dissertations/d& V) 39

Purdue R=FFDH)F 15 L

* The Development of a Standard Digital

Forensics Master‘s Curriculum (2¢)
— Purdue KD ETI/ILI—X

Kathleen Strzempka Marcus Rogers (2010)

5|At:

http://docs.lib.purdue.edu/dissertations/AAI1479951/




DakotaiZ KFDH) TS5 L

* On the Development of Digital Forensics
Curriculum (%)

» (Manghui Tu* , Kyle Cronin, Dianxiang Xu
College of Business and Information Systems Dakota
State University USA

Samsuddin Wira Department of Public Service Malaysia
June 2011

5IFT:
http://www.dsu.edu/research/ia/documents/%5B6%5D-On-
the development-of-Digital-Forensics-Curriculum.pdf)
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